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What does it mean to be DEAD?



It’s almost 2023



You don’t choose Multi-Cloud

“92 percent of enterprises have a multi-
cloud strategy; 45 percent integrating 

data between clouds”- Flexera

Greenfield (Cloud Native)

Me

https://info.flexera.com/CM-REPORT-State-of-the-Cloud
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You don’t choose Multi-Cloud

“92 percent of enterprises have a multi-
cloud strategy; 45 percent integrating 

data between clouds”- Flexera

Greenfield (Cloud Native)

Brownfield (Migrations)

Integration (Mergers & Acquisitions)

https://info.flexera.com/CM-REPORT-State-of-the-Cloud
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Data Centers

Public Clouds

PCI-DSS

HIPAA

GDPR More Patterns

Identity & Access Management

Cloud Endpoints to On-Premises

On-Premises to Cloud Endpoints

Internet Access

Data Leakage + Exfiltration



Defense in Depth!

Bad Actor
(Loves stealing Data)

Williams’s Cereal Supply
(E-Commerce Giant)



Defense in Depth!

Network Firewall
(Layer 3-4)
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Web App Firewall
(Layer 7)

(Layer 3-4)



Defense in Depth!

(Layer 7)(Layer 3-4)

Social Engineering

VPN



Defense in Depth!

(Layer 7)(Layer 3-4) Social Engineering

EC2

An entry point!



Defense in Depth!

(Layer 7)(Layer 3-4) Social Engineering

EC2

How far can I get?



Defense in Depth!

(Layer 7)(Layer 3-4) Social Engineering

EC2

IAM
(Resource Level)



Network + Security + Cloud 

Ensuring desired intent while proactively validating security 
requirements are met prior to any workload being connectedShift Left: 

Infrastructure-as-Code



Network + Security + Cloud 

Infrastructure-as-Code

Evolving
Foundation

NetSecOps
NetDevOps

Adapt



Demo


